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"The world has changed...it has moved...a few vertebrae » 
Julien Doré



The Internet, as most people see it...
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Internet, as hackers see it...
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Why, with all the means we have put in place for more than 20 years: 
risk analysis, ISMS, role of CISO, PSSI- anti-virus, firewall, IPS, are cyber 
attacks as effective in 2022?

Have we properly assessed and addressed cyber risk?!



Specialists recognize patterns...
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Let the hackers exploit!
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How cyber-attacks work (part1) 

Target 
reconnaissance

Phishing emails 
to target

Initial 
compromission
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How cyber-attacks work (part1) 

Remote control and 
distribution of 
ransomware 

throughout the 
network

Displaying a 
ransomware 

message on the 
screens

Maintaining inside the 
system, malfunctions
and repeated ransom

demands
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"It is not the strongest of the species that survives, nor the most intelligent, but the one that 
best adapts to change" - Charles Darwin

It is high time to change our approach and defensive paradigm!



So, what is my attack surface?
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An easy attack...
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A much more difficult attack!
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A Bayesian sampling model

14



Scoring process: Calibration-Refreshing-Score
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Scoring process: 10 factors -> 1 grade from A to F
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• An entity with a "F" score is almost 8 

times more likely to be hacked than a 

company with an "A" score,

• Controlling your third- party ecosystem 

is as fundamental as your own domain.

What is true for you, is also true for your suppliers!
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Time to cyber-adapt!

Book a Demo!
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