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Figure 1.1 How many ransomware
attacks has your organization suffered
in the last 12 months? (n=998)

Ransomware
IS Inevitable
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According to a another independent research project, the 2022 Data Protection (] \
Trends report, 76% of the 3,393 surveyed organizations suffered at least one
ransomware attack, while 24% either avoided attacks or were unaware that
an aftack occurred.

One

Organizations responding to this independent survey must have experienced at
least one ransomware attack in 2021, revealing at least two important truths:

* Only about one in four (27%) organizations suffered just one attack, presumably
with bad actors attempting to return for more ransom.

* Organizations of all sizes appear relatively equal in the persistence of attacks
from small-to-medium-sized businesses (SMBs) (100-249 employees) to
large enterprises (5,000 employees). Said another way, just like any other
disaster (fire/flood), ransomware attacks are universally pervasive.

5000+ employees ] 2,79
While not charted, respondents to this survey reported an average of 47% of their

data being encrypted by ransomware. o
et 1000-4,999 employees | 2,11
) 500-999 employees Y 2,31
EE 250-499 employees ] 2,58
This should scare 100-249 employees ] 2,23

every IT leader!



The most common entry point for a cyber attack is still phishing emails, malicious
links, or a website that has dubious underpinnings. In considering the old mantra,
“go with what works” it is unfortunate that even in 2022 with all the global awareness
of ransomware and corporate training available, this is still the leading cause.

That said, there is plenty that IT professionals can do through increased diligence in
patch-testing, credential management, role-based controls, etc. As a positive, only
1% of respondents stated that they were not able to identify the entry-point; inferring

that there have been improvements in monitoring and investigation tools across
the security stack, as well as overall ransomware prevention strategies.

Phishing email, malicious link,
website, etc.

Infected patch, software
package, etc.

Credential Compromise/Spraying
(e.g., Externally facing RDP/VPN/
Management interfaces)

Insider Threat

(e.g., disgruntled employes)

Zero-Day or “critical” Vulnerability

We did not identify the entry point

N 4.4%

I 41%

I 35%

T 32%

I 26%
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Figure 1.2 How did ransomware
enter your organization's IT
environment? (n=1,000)
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Ransomware prints out the note SN
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‘hen you need bo CONTACT U2, there is few ways to DO thak,

. Racommended (the most seécurs method)

a) Download a special TOR browser: https://www. tnrprujal:t,qrg,f
B) Install the TOR browser

o) Open our website with LIVE CHAT in the TOR browser: nti
d) Follow the instructions oo this page. o

. If the first method is not suitable for you

a) Open our website with LIVE CHAT: https: + f Jegrege
b} Follow the instructions on this page.

LIVE SUPPORT is ready to ASSIST YOU on this wek
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< energy_hashminer rayparisi @

95 12.7K

Posts Followers 1,640 4,704

Posts Followers

Leon Ellis

Bitcoin Mining Rig Ray Parisi

« Follow To Learn Trade Profit Storyteller, tequila drinker, luxe hunter, NYU
\ Foreign Exchange Trader Executive Producer/Writer @CNBC & &g @(

link in bio % i know you want to tap that

¥ Financial Education Mentor... more
Ink.bio/Rays_Stories
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Tiyiveral otav exouu&uBepvoemiBeon og évav Opyaviouo;
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DATA RECOVERY e CYBER SECURITY

To bebopéva bev eival dLabeoiua
Alakorir) Aettoupylag Tou opyaviopou

OLKOVOULKEC OTMWAELEG EEKLVAVE QIO TNV MPWTN NUEPA
Kat dev yvwpilou e note Ba TeAELwOoEL

NOULKEG ZUVETELEG YL OLappoEC Sedopévwv

‘Eva kakoBouAo tpito atopo eixe mpdoPfaon oto diktuo

ZUVETIELEC TIPOG TplTa HEPN
MBavr dtappory dedbouevwv

Enkpatel olyxuon kat mavikog T000 0TO TEXVLIKO TUAMA
000 Kat otn dlevBuvon

Aev okePTOPOOTE PE AOYLIKN

Agv yvwpilou e Timota yLa tov aopato ex0po
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[Tou ptropoupe va BonBnooulae wa KuPepvoeniBeon;

KaBe xpovo Slaxelpl{Opaote EKATOVIAOEG EPLOTATIKA O
OAO TOV KOGHO LE OTOXO:

* [pnAyopn enavadopd Twv apxelwv (otav ival epto)

* [priyopn enavadopd Aettovpyiac tou Opyaviopou pe
aodpaleila (otav eival epLkto)

* Meiwon twv AUTpwV pHéow SlampayuateVoEWY
* JUVTOVIOMOG AlevBuvonc kat IT TuRpatog
*  Evnuépwon mepl vopuLkwy {NTNUATWV Kat dtadlkactwv

* Alepelivnon tou nwe npogkue n poAuvon (moéco Atav o
Hacker péaoa, TL unékAee, amo mou Eekivnoe, Bploketal
akoua peca otnv urmtodoun)

* YrnoBonBnon ot dtadikacieg Kpuntovoulopdtwyv

e JupPouAeutiki otnv HeEANOVTIK oPAAELD TOU
OpYyavLoOpOoU
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LABORATORIES TicTadaboratories |

DATA RECOVERY e CYBER SECURITY
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DATA RECOVERY @ CYBER SECURITY

T eivar evac MSSP ?

MSSP onpaivelr Managed Security Services Provider

O PoAog Tov MSSP givatl va gppovTilel petagi AAAwv:

> Tnv IbiwtikéTnTa, TNV AKEpatotnta & tnv Atabecipotnta Twyv
Kplolpwy apxeiwyv tng vmodopung

> YUUBOUAeULTIKA YTooTApLEN oto IT Support TuRpa yla 8gpata
acpaAeiag Katl mpoTacelg BeATiwong

> 24/7/365 enornteia Tov opyaviopou yla Bepata acpaleiag
> Ekmaidevon Tou poowriko yla Bepata aopaleiag
> Awaxeipion omotodnnote cupupavtog Acpaleiag

> YmoBontnon yla tTnv evapuovion Tou opyaviopou pe ta dlebvih
nipotuna (NIST, HIPAA, GDPR KAT)
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ATA RECOVERY @ CYBER SECURITY

OL BacLKEC IAPOXEC evog MSSP

Mpootacia Twy teppatikwy ( Endpoint protection)
Antivirus Databases, Unknown file protection, Sandbox for Unknown files

Mpootacia Twv dedopévwy
Ransomware proof Automated Backup & Disaster Recovery with Cloud

Mpootacia Tov diktvov
24/7/365 Firewall monitoring

Kévtpo duayeipiong suppavtwy acpaleiag ( SOC)
24/7/365 security monitoring amné avBpwrivo duvauiko pe edikd epyaleia

Alepelivion NAEKTPOVLKWY TIELOTNPILWYV Live
Digital Forensics o€ Tiepintwon eviomniopoL avwpaAiag oto SikTLo

Awaxelpt{OHACTE TNV ACPANEL TOV
Cyber Security Insurance SLKTOOU KaL TNC UTTOSOHNC CaC, WOTE

Eme1dn n kuBepvoaopaleia eivar duokoAo va eyyunbei 100% Va E0TLACETE otV epvaoiu oag
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Cyber Security Awareness kat ekmnaidevon
Ekmnaldevovpe To MPoowTLKO Pag yla va yvwpiZel TL va TiepLPeVeL
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3 Workshops Tictac

AVoel¢ NMpootaciag and KufepvoemBeoeig

o000
O oisasen, T2 How to setup your Disaster Tetaptn 6/7/2022
RECONER! S Recovery in a box with Acronis 14:30-15:00
&)
Tetdptn 6/7/2022 Say bye bye to physical Servers and
15:00 — 15:30 simplify your life with Infrastructure
as a Service
Zero Trust with an EDR that grants IT Tetdptn 6/7/2022
Superpowers 15:30-16:00

lpadreite edw: https://tictac.gr/recommends/infocom2022/



®) cybercheck

Awpedv Teot Cyber Security: Www.cybercheck.gr

To Cybercheck.gr eivat o mpwtog toTtoTOTOC TOU
TapeEYEL ApETT KOl dwpedv mAnpodgopia yia 10
eninedo KuBepvonogaleiac f aogaleiag

untobopwyv Kat Sebopévwv g enLyeipnonc oag.

MEow T peyainc epmeLpiac TN opadac tne Tictac Data
Recovery & Cyber security, mapéyoupe tnv buvartoTnTa oe OheC
T emyeipnoelg evafoptitwe peyeBouc va £xouv Eva mputo
CTUUMEpOOUA yLd TNy KATAdotoon kuPepvooodahelar Toug, HETA

and 3-5 AeTTa anaviwvar 08 EpWITOELL.

Méeoa and to cybercheck.gr, Bo kavete éva mputo EAeyyo oTnv
emyelpnon oac koL Ba AaPete Eva MpoguwmonoLnpeEvo TTAdvo
Bdpaonc kat apuwvac (cyber plan).



http://www.cybercheck.gr/

2¢ English (AyyAikd) £= EAAnvika

MpoowMIKA Kal
Home OLKOoyEVELAKN
Mpooctacia

Mpootaocia

) Emikolvwvia
Emixelpnoswy

)

IS Digimune

/~Tpootacia Tng ¥Ynelakng TavtoTnTac
& Twv Social Media

MpooTATEYPTE TOV £AUTO GAG, TNV OLKOYEVELA GAG KAL TNV ETILXEIPNON 0AG

www.Digimune.gr TicTadaboratories |
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LABORATORIES TA. Kévtpo: 210 6897383
DATA RECOVERY e CYBER SECURITY o ISO
www.tictac.gr

B 1ICTAC CYBER SECURITY www.tictaclabs.com

.| = Distributors for Greece & Cyprus for the
following products:

COMODO 'é‘. SecurityScorecard

CYBERSECURITY

THE EXPERTS IN CYBER SECURITY dsepinstinct  [D)igimune
& RANSOMWARE DECRYPTION

[ X http://www.tictaclabs.com

TICTAC

LABORATORIES
RECOYERY & CTRER SECURIT

HOMEPAGE  CYBERSECURITY  CONTACT

“ATARINN

Have you been hacked aryour files are encrypted by Ransomware?
Is your netwark safe from hackers?

Resellers & Integrators for the following

products:

Iaminadesperate need of :

poons e SyFIR

g icrosoft - fljsense



https://www.tictac.gr/
https://www.tictaclabs.com/
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